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Cryptographic Hash Combiners

Motivation of design of hash combiners
(share the common motivation with other cryptographic combiners, e.g., encryption
combiners):

> Security robustness
the combiner is secure as long as any one of its underlying hash functions is secure

» Security amplification
the combiner is more secure than its underlying hash functions

Besides, regarding implementations

» Backward-compatible
the combiner is compatible with existing infrastructure




Constructions of Hash Combiners — Parallel

Concatenation Combiner XOR Combiner

Ha (M) Ha (M) Ha (M) Ho(M)

bt b e )

| |

CHuHa (M) = Hy (M) ||Ha(M) CHrHz (M) = Hy(M)DH2(M)

(collision 2", 2nd-preimage 227, preimage 2%7) (collision 2"/2 ond-preimage 2", preimage 2M)



Theoretical Research on Hash Combiners

Security of classical hash combiners
» Security proofs: lower bound; [Her(05; Can+07; FLO7; FLO8; FLP0S; Her09; Leh10;
FLP14; BB06; Pie07; Pie08; Rja09]
» Generic attacks: upper bound; the main focus of this work
The underlying compression functions are ideal (random)




Underlying Construction - Iterative Hash Functions

» The Merkle-Damgard construction (MD) [Dam&9; Mer89]:
Padding and dividing M = my || ma || - - - || mg, where m, is encoded with the length
the message |[M|: xo =1V x; = h(xi 1,m,~) ’H(M) = h(xz—1,mg)

ma mo
\/\b_h b \\h
IV —2—> h 2 b | h 7 P H(M)

Lo 1 wL 1 L




Underlying Construction - Iterative Hash Functions

» The Merkle-Damgard construction (MD) [Dam&9; Mer89]:

Padding and dividing M = my || ma || - - - || mg, where m, is encoded with the length
the message |[M|: xo =1V x; = h(xi_l,mi) H(M) = h(xp—1,myp)
my mo e
DG \\NW\
v — ke Sk e e e

» The HAIFA construction [BD07]:
xo =1Vy xH_l = h; x,,ml,#blts salt) H(M) (xH_l, |M|")

(L—2) b (L—l) b




Our Focus: Combiners of Iterative Hash Functions — Parallel

» Concatenation combiner: C?1:71 (M) = H,
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IV,
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Iv;
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» XOR combiner: CH1 71 (M) = Hy (M) @ Ho(M)
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Joux’s Multi-collisions (JM [Jou04] )

> Get 2-multi-collision by successively applying birthday attack ¢ times. Cplx 7 - 2"/2.
ma mo me t
To &3 e D Iy N 00000060006000006 X0

M My M denoted by Myc




Joux’s Multi-collisions (JM [Jou04] )
> Get 2-multi-collision by successively applying birthday attack ¢ times. Cplx 7 - 2"/2.

t
K 0000000060000 000 L

mi ma my
To 0 > e
my o my my

denoted by Myc
P Attacks on concatenation combiner using Joux’s Multi-collisions

Step 1

|vMMC‘ —=92% - Step 1 Step 2

- o Step 3

1V) «So G Ge G Se e 5ee 13 - Step 2 Step 4
- Step 3

1V;

(a) Collision attack. Cplx: 1 - 2"/2 (b) Preimage attack. Cplx: n - 2"




Attacks on Concatenation Combiner (JM [Jou04] )

Preimage Resistance

2nd-Preimage

Collision Resistance .
Resistance
Ideal H 2n/2 2" 2"
MD H 2n/2 2" 2"
HAIFA H 2n/2 2" 2"
Ideal
on 22n 22n
Hi || He
MD / HAIFA 2" 2% 22"
Hi || He ~ 2n/2 ~) 90 ~n
Ideal
21/2 2" 2"
Hi D Ha
MD / HAIFA on/2 on on

H, @ Ha




Expandable Message (EM [DA99; KS05])

> Get 2/ colliding messages whose lengths cover the whole range of 7 + [0, 2" — 1] by
iteratively generating ¢ collisions with message fragments of carefully chosen length.
Cplx 2/ + ¢ - 2"/2

02" [, denoted by Mgy

To e— T -—>e Lt



Expandable Message (EM [DA99; KS05])

> Get 2/ colliding messages whose lengths cover the whole range of 7 + [0, 2" — 1] by
iteratively generating ¢ collisions with message fragments of carefully chosen length.
Cplx 2/ + ¢ - 2"/2

[0 denoted by Mgy

» The long message 2nd-preimage attack on MD Hash using expandable message.
Cplx: max(2"/L,2" + 1t - 2'1/2).

To e— T -—>e Lt

my  mz my Mpi1 my, mi Mg mp Myt my,
oo > e o o0 H(M) [ ——>e H(M)
1w a a ap, ar ar,
i - Step 1
Vi - Step 2

- Step 3

(a) Foiled by MD message length padding (b) Using Kelsey and Schneier’s EM [KS05]



Second Preimage Attack on Single MD Hash Using Expandable
Message [DA99; KS05]

Collision Resistance | Preimage Resistance 2nd—Bre1mage
Resistance
Ideal H 21/2 2" 2"
2"
MD 2n/2 2"
H 21 /L
HAIFA H 21/2 2" 2"
Ideal
N 22}1 22n
Hq || He
MD / HAIFA 2" 22" 22"
Hl ” HZ ~ 2n/2 ~ " ~ "
Ideal
2n/2 on on
Hi D Ha2
MD / HAIFA
2n/2 on on
H, @ Ha
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Preimage Attacks on XOR Combiners XOR Combiner

CHHa (M) = Hy (M)BH (M)
G Oal Of the atta Ck (collision 2™/, 2nd-preimage 2", preimage 2")
Given an n-bit target V, find the message M, s.t., H1(M) © Hao(M) = V, with Cplx < 2"

M=y mlrg mfé w mLJ[ljhl o (M)
mq mo m; my, @—»H(M):V
LN LN N LN sy

Ve =g\l e ) R T



Preimage Attacks on XOR Combiners

Goal of the attack
Given an n-bit target V, find the message M, s.t., H1(M) @ Hao(M) = V, with Cplx < 2"

e m0| g CB1| g -:z:i 1 L -13,' .QIL 1 g\\ﬂl(M)
my Mo m; my,
B H(M)
LN/ L L LI\ /3
/Ha (M)
IV, ho |- hot-—> -+« -—>hgt-—> -+ -—>hy
Yo Y1 ce Yi—1 Yi YrL—-1

Interchange Structure

» Breaking the pairwise relation between internal states of hash computations which
share the same input message by a sequences of switches - an interchange structure



Build Switches for Interchange Structure

Mue
. o SISCISICISIC A @ = (@, M) = k(@ M)
bﬁrl = h5 (b, M) = h3 (B, M:)
bt = h3 (B, M) # bt
5‘«;‘;1
Efg 1 Building a single switch Cplx: n-2%

By e ) e fy ———— By ——t——
B B e B —e——— e
B L R B
bo * * | bo * * bo * * bo ° *
. . i Loy M oL 7 Lo M a7 Loy ML
A single swich: (@o,bo) ~ (o, bo) (o, b1) ~ (do, b1) (@o,bo) ~ (do,b1)
! normal transition normal transition jump transition

+ Jump from (d, bo) to (d@o,b1) by using M’ (dashed lines) instead of M (solid lines).



Interchange Structure (IS)

» The interchange structure has starting points /] and /V5, and ending points
{4;1j=0...2' =1} and {By | k = 0...2' — 1}, s.t., for any state pair (4;, B;), one
can easily select a message mapping (IV1,1V3) to it.

A A A AA3
/ / / /
/ / / /
/ /

Py 7 r 7 Az
v J ! / ! J !
’, S S S A+ . B
', , h ! A 1,Db2




Interchange Structure (IS)

» The interchange structure has starting points /] and /V5, and ending points
{4;1j=0...2' =1} and {By | k = 0...2' — 1}, s.t., for any state pair (4;, B;), one
can easily select a message mapping (IV1,1V3) to it.

3 : 2 2 As
h
/ , , /
; / / ;
; / / e A
s 7 F o F o 2
Il, ll ! ll ‘ ll
i’ ' K ' ) ) (Az B])
/ / / / s
oA ,1'/ T Faly g 7 7 A1 )
w,’ ’ v 1 ’ v 1
IVI./\‘J ‘ ‘ é ‘ ‘ Ag
M By




Interchange Structure (IS)

» The interchange structure has starting points /] and /V5, and ending points
{4;1j=0...2' =1} and {By | k = 0...2' — 1}, s.t., for any state pair (4;, B;), one

can easily select a message mapping (IV1,1V3) to it.

AW B

M M M M M M M M M M M

Can be applied to any state pair
(4;,By) forj=0---2"— 1 and
k=0---2—1

A 2'-interchange structure based on
switches will need ©(2%) switches

Cplx: ©(2%+"/2)
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Preimage Attacks on XOR Combiner Using Interchange Structure

[Step I: n.2%tz




Preimage Attacks on XOR Combiner Using Interchange Structure

/A A A A
1, , ! , ! , ' 4
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[Step 2: 2. n—2t ]




Preimage Attacks on XOR Combiner Using Interchange Structure
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Preimage Attacks on XOR Combiner Using Interchange Structure

ds =

p A A T~
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Preimage Attacks on XOR Combiner Using Interchange Structure

ds_~
: : : o
[Step 5:n.2%




Preimage Attacks on XOR Combiner Using Interchange Structure

A
n h h = Cplx: 0(26)
/ . / A2~ 2+ 2 =n—t
/




Preimage Attack on XOR Combiner Using Interchange Structure

Preimage Resistance

2nd-Preimage

Collision Resistance .
Resistance
Ideal H n/2 2" 2"
MD 2n/2 on /2”
H 2/
HAIFA H 2n/2 2" 2"
Ideal
on 22n 22n
Hy || He
MD / HAIFA " 22 22"
M || He ~ /2 opY < o
Ideal
21/2 2" 2"
Hi D Ha
MD / HAIFA /2 2" P
~ 2511/6 ~ 25n/6

Hi1i D Ha
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Improved Preimage Attack on XOR Combiners Based on Deep Iterates



Interchange Structure (recap)

» The interchange structure has starting points //; and 7V, and ending points
{Aj |j=0...2 — 1} and {Bk |k=0...2" — 1}, s.t., for any state pair (4;, By ), one
can easily select a message M mapping (171, 1V>) to it.

oA A g 7 T A7 - .
AL S T Cpix: ©(2%+7/2)
1V, £ wl ‘ ‘ 4 4 é ‘ ¢ " A .
! 0 A 2'-interchange structure based on
switches will need ©(2%) switches

Total Cplx: O(2°"/°)
Trade-off: 2%+"/2 yg, 2"~




The Functional Graph of Random Mappings (FG)

> Letf & Fu, where Fy is the set of mappings from N-set to N-set (N = 2").
» The functional graph of /', denoted by FGy, is a directed graph, whose nodes are
0...N — 1 and edges are (x,f(x))

components




Statistical Properties of Functional Graph [FO89]

P

Seen from node xq:

To X1 Te T7
# C.OIII;ponelpts :d3 e 0 ~> - 2@ 2@ tail length of xg is A(zg) =7
{®}: 13 cyclic nodes T T4

{®}: 20 terminal nodes
{®, ®}: 44 image nodes

Max. tail length A™a® — 11 Ts 'E?l cycle length of z is p(zg) =8

Max. rho-length p™%* =19

rho-length of g is p(zg) = M(wo) + p(xe) = 15

» # Components: 0.5 - n » # Image notes: 0.62 - 2"

» # Cyclic nodes: 1.2-2"/2  » # k-th iterate image notes: (1 — 74)N

» # Terminal nodes: 0.37 - 2" where the 74 satisfies the recurrence 79 = 0,741 = e 7™,



Functional Graph Deep Iterates (FGDI)

PO S

# 6-th iterate image nodes {@}: 20
Theoretical value: 2nlog2(R)+1 = 6-log:(6)+1 » 27 .33

» Observation 1: It is easy to get a large set of deep iterates: 7 : 2/, M : 2!, D : 2!

P> Observation 2: A deep iterate has a relatively high probability to be reached from a
randomly selected starting node.



Functional Graph Deep Iterates (FGDI)

> The probability that a deep iterate x (resp. ¥) will be encountered at distance d from
randomly chosen node xq (resp. o) is Pr[f?(xo) = X] ~ d - 27" (resp.
Prlf(vo) =5l ~d - 27").
Thus, Pr[ff(x0) = ¥ Af5 (o) = 3] =~ (d - 27")? due to the independence of f; and fo.
» The probability that a pair of 28-th iterates X and y will be encountered at the same
distance is approximately (2¢)3 - 272" = 232" (g < n/2).
One need to compute ~ 22"~ ¢ chains from different starting points to find one pair
of starting points reaching the pair of 28-th iterates (X, y) at the same distance.

= ek

[



Simultaneous Expandable Message (SEM)
Cplx: T:n-2t+n2'2%,M:n2+t~n,D:2%(n—i—t)

(a) A building module

C -1 4
C -1
mce—1+t
SPC—1+4t TC—1+t

,
ONZPC 14O -1+t

c2t='4+1 C-—-1

7
Mg -1

[c(c-1),c?-1]

Clt, 2" +t—1]

(b) The full construction

[C(C = 1) +tC,C? — 1+ (2" + t — 1)C]-expandable message



Improved Preimage Attack on XOR Combiners Based on FGDI

- Step 1- Phase 1

1

SEM

Phase 1: 2¢ + n2 . 2/2



Improved Preimage Attack on XOR Combiners Based on FGDI
- Step I- Phase 1

e - Step 2
g\ b
n n n () n
Z M Tit1 »— &Jzi+l
X
Vi
SEM
1V2 MSEM ')A}

b|
",Kb."»".f?\."

Phase 1: 2¢ + 52 . 2%/2



Improved Preimage Attack on XOR Combiners Based on FGDI

- Step I- Phase 1

- Step 2
H
- Step 3}Phase 2
X
e
SEM
S=V
M y
IV2 SEM

Phase 1: 2¢ + 52 . 2"/2 Phase 2: 285



Improved Preimage Attack on XOR Combiners Based on FGDI

- Step I- Phase 1

- Step 2
- Step 3}Phase 2

- Step 4

V4

SEM

1V,

Phase 1: 2¢ + 52 . 2"/2 Phase 2: 285



Improved Preimage Attack on XOR Combiners Based on FGDI
- Step I- Phase 1

Step 2
- Step 3}Phase 2
Step 4

Step 5

Phase 1: 2¢ + 52 . 2"/2 Phase 2: 285



Improved Preimage Attack on XOR Combiners Based on FGDI

- Step I- Phase 1
- Step

D3 }Phase 2

Step 4
- Step 5}Phase 3
- Step 6

=V

Phase 1: 2¢ + 12 . 2"/2 Phase 2: 275 Phase 3; 23/2738/2—5/2 4 9bn/2-9g/2=3s/2+L | on—2g+L



Improved Preimage Attack on XOR Combiners Based on FGDI

Preimage Resistance

2nd-Preimage

Collision Resistance .
Resistance
Ideal H 2n/2 2" 2"
n/2 n Zn
MDH 2 2 21/
HAIFA H 21/2 2" 2"
Ideal
2n 22n 22n
Hy || He
MD / HAIFA n 2211 2211
Hi || He ~ 2"/2 ~ 2" ~ 2"
Ideal
2n/2 on on
Hi D Ha
HAIFA on/2 " "
Hq D Ho ~ 2511/6 ~ 25n/6
MD 2n/2 ?5" 6 ?5n 6
~ 2211/3 ~ 2211/3

H, @ Ha




Improved Preimage Attack on XOR Combiners Based on FGDI

- Step I- Phase 1
- Step

D3 }Phase 2

Step 4

Step 5}Phase 3
Step 6

=V

Phase 1: 2¢ + 12 . 2"/2 Phase 2: 275 Phase 3; 23/2738/2—5/2 4 9bn/2-9g/2=3s/2+L | on—2g+L



Improved Preimage Attack on XOR Combiners Based on FGDI

Collision Resistance | Preimage Resistance 2nd-Rre1mage
Resistance
Ideal H 2n/2 2" 2"
n/2 n Zn
MDH 2 2 2 /L
HAIFA H 21/2 2" 2"
Ideal
N 22n 22n
Hi || He
MD / HAIFA " 2% 2%
H || Ho ~ 2"/2 2" ~ 2"
Ideal
2n/2 on on
Hi® Ho
HAIFA on/2 " "
Hq D Ho ~ 2511/6 ~ 25n/6
MD 2n/2 »5n/6 »5n/6
~ 22n/3 — 29n/14

H, @ Ha

~ 22n/3 — 2911/14

|
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Improved Preimage Attack on XOR Combiners Based on Multi-Cycles



Statistical Properties of Functional Graph [FO89] (recap)

P

Seen from node xq:

o X1 Te T7
# Cloir;)ponelpts :d3 00 "> -~ 2@ @ tail length of zg is A(zg) =7
{®}: 13 cyclic nodes T T4

{®}: 20 terminal nodes
{®, ®}: 44 image nodes ]
Max. tail length A% =11 8 _33?1 cycle length of zo s pi(zo) = 8

Max. rho-length p™** =19 rho-length of g is p(zg) = M(wo) + p(xe) = 15

> E{y" | Fy} =0.78.2"/2
> E{\" | Fy} = 1.74 - 2"/?
> E{p"™ | Fy} =241-2"/?

> E{treese! | Fy} = 0.48 - 2"
» E{component/“s®’ | Fyl = (.76 - 2"



Functional Graph Multiple Cycles (FGMC)

PO S S

@LZQ;

> Observation 1: It is easy to locate the largest cycle: Repeat the cycle search algorithm
afewtimes T:22, M :1,D: 22

P Observation 2: It is effortlessly to loop around the cycles to correct differences
between the distances to target points.



Functional Graph Multi-cycles (FGMC)

N ) =%, f11(7) =

200 =7, 12 0)

) =

X X
_ do-+j-L — .
y 1272 (y,) = for ¥

=4 ¥

3G, j)st.di—do=j-Lo—i-L1 = 3dst ffx)=x% ) =7

1

m[dl}

X
Yr Y

Lo



Functional Graph Multi-cycles (FGMC)

H ) =%, f{1@) =3

=
B0 =5, ) =y =
)

3G, j)st.di—do=j-Lo—i-L1 = 3dst ffx)=x% ) =7
correctable distance bias

the probability of reaching (X, y) from a random pair at a common distance is amplified by
roughly ¢ times, where # is the number of cycles to the maximum.

1

mld1] X
Yr y

Lo



Improved Preimage Attack on XOR Combiners Based on FGMC

- Step 1 - L4 n?-2"/?

=

V4

SEM

M y
W, SEM



Improved Preimage Attack on XOR Combiners Based on FGMC
- Step 1 - L+ n?-2"/?

m _ _on/2
\&b|\ Step 2 - 2
7 hl 7 i -

V4

SEM

1V,




Improved Preimage Attack on XOR Combiners Based on FGMC
- Step 1 - L4 n?-2"/?

- Step 2 - 2%/2
- Step 3 - 9s+n/2
X
V4
SEM
D=V

M y

IV2 SEM




Improved Preimage Attack on XOR Combiners Based on FGMC

- Step 1 - L+ n2.2"/?2

- Step 2 - on/2
- Step 3 - 2517/2
Step 4 - 2/ + 2"/2

=>

V4

SEM

1V,



Improved Preimage Attack on XOR Combiners Based on FGMC

- Step 1 - L+ n2.2"/?2
Step 2 - on/2

Step 3 - 257/2

Step 4 - 2/ + 2"/2
Step 5 - 227715 /L




Improved Preimage Attack on XOR Combiners Based on FGMC

- Step 1 - L+ n2.2"/?2
- Step 2 - on/2

- Step 3 - 2517/2

- Step 4 - 2! 4 2"/2

- Step 5 - 22715/

- Step 6 - O(L)




Improved Preimage Attack on XOR Combiners Based on FGMC

- Step 1 - L+ n2.2"/?2
- Step 2 - on/2

- Step 3 - 2517/2

- Step 4 - 2! 4 2"/2

- Step 5 - 22715/

- Step 6 - O(L)

» The overall Cplx: 2¢ 4 25+7/2 4 9t 4 9t 4 on/2 4 g2n—t—s—t
» Search for 7 and s that give the lowest Cplx, the total Cplx: 2¢ 4 25%/6-(/3



Improved Preimage Attack on XOR Combiners Based on FGMC

Preimage Resistance

2nd-Preimage

Collision Resistance .
Resistance
Ideal H on/2 on on
n/2 n 2"
MD H 2 2 o /L
HAIFA H on/2 on on
Ideal
n 22n 22,,
Hq || He
MD / HAIFA n 2211 2211
7{1 || ?‘{.2 ~ 2n/2 ~ 2" ~ "
Ideal
2"/2 2n 2"
Hi D Ha
HAIFA /2 n 7
Hi D Ha ~ 251/6 s 951/6
MD 2n/2 P2n/3 »2n/3
Hi D He ~ 25"/8 ~ 2511/8




Improved Preimage Attack on XOR Combiners Based on FGMC

- Step 1 - L+ n2.2"/?2
- Step 2 - on/2

- Step 3 - 2517/2

- Step 4 - 2! 4 2"/2

- Step 5 - 22715/

- Step 6 - O(L)

» The overall Cplx: 2¢ 4 25+7/2 4 9t 4 9t 4 on/2 4 g2n—t—s—t
» Search for 7 and s that give the lowest Cplx, the total Cplx: 2¢ 4 25%/6-(/3



Improved Preimage Attack on XOR Combiners Based on FGMC

Preimage Resistance

2nd-Preimage

Collision Resistance .
Resistance
Ideal H 2n/2 2n 2"
n/2 n 2"
MD H 2 2 2 /L
HAIFA H 2"/2 2" 2"
Ideal
N 22n 22n
Hq || He
MD / HAIFA 8 22" 22"
Hq || He ~ 2"/2 ~ 2" ~ 2"
Ideal
2n/2 on on
Hi D Ha
HAIFA on/2 " "
Hq D Ho ~ 2511/6 ~ 25n/6
2n/3 2n/3
MD on/2 2 . 2,
~ 25n/8 — 21111/1 ~ 25n/8 — 211n/18

H, @ Ha
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Second-Preimage Attack on Concatenation Combiners Based on Deep Iterates



Concatenation Combiner

Second-Preimage Attack on Concatenation Combiner w

Goal of the attack
Given a challenge message M, find another message M’, s.t.
Hi(M') || Ho(M') = H1(M) || Ho(M) with Cplx < 2"
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Second-Preimage Attack on Concatenation Combiner Based on FGDI

- Step 1- Phase 1
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Second-Preimage Attack on Concatenation Combiner Based on FGDI
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Second-Preimage Attack on Concatenation Combiner Based on FGDI
- Step I- Phase 1
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Second-Preimage Attack on Concatenation Combiner Based on FGDI
- Step I- Phase 1
i Step 2}Phase 2
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- Step 6

mr

st

mr
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Second-Preimage Attack on Concatenation Combiner Based on FGDI

Collision Resistance | Preimage Resistance 2nd—Bre1mage
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Second-Preimage Attack on Concatenation Combiner Based on FGDI
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Second-Preimage Attack on Concatenation Combiner Based on FGDI

Collision Resistance | Preimage Resistance 2nd—Bre1mage
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Second-Preimage Attack on the Zipper Hash



Combiners of Iterative Hash Functions - Cascade
» Hash Twice: CTvH1 (M) = Ho(H1(IV, M), M)
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n.ll ) mz e 777:1,
N
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» Zipper Hash: 171 (M) = Hz(Hl(IV,M),ﬁ)
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Second-Preimage Attack on the Zipper Hash

There are two main differences between the attack on the Zipper hash and the
2nd-preimage attack on concatenation combiners and the preimage attacks on XOR
combiners.
» One is that linking random starting node x to targeted deep-iterate X and random
starting node y to targeted deep-iterate y can be carried out independently, resulting in
a meet-in-the-middle-like effect.

» The other is that the message length is embedded inside the expandable message
Mgy, which enables to choose the length of second preimage to optimize the
complexity.



Simultaneous Expandable Message — Cascade
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Second-Preimage Attack on the Zipper Hash

- Step 1 - 27/2
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Second-Preimage Attack on the Zipper Hash

- Step 1 - 27/2 .
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Second-Preimage Attack on the Zipper Hash
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Second-Preimage Attack on the Zipper Hash
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Second-Preimage Attack on the Zipper Hash
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Second-Preimage Attack on the Zipper Hash
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Second-Preimage Attack on the Zipper Hash
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Second-Preimage Attack on the Zipper Hash
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Second-Preimage Attack on the Zipper Hash
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» The overall Cplx: 2/ 4 2¢ 4 27— 4 97 . on—t
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Second-Preimage Attack on the Zipper Hash

Collision Resistance | Preimage Resistance 2nd-Preimage Resistance
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Second-Preimage Attack on Hash-Twice



Combiners of Iterative Hash Functions - Cascade
» Hash Twice: CTvH1 (M) = Ho(H1(IV, M), M)
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» Zipper Hash: 171 (M) = Hz(Hl(IV,M),ﬁ)
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Diamond Structure (DS [KKO06]) and the 2nd-Preimage Attack on
Hash-Twice [And+08; And+09]

» A 2/-diamond maps 2 starting states to a common final state. Cplx: - /7 -2 2

(n41)

» The 2nd-preimage attack Cplx: 20"+0/2 4 91—t 4 97—t 9L is the message len.

(a) A 23-diamond
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(b) Second-preimage attack on Hash-Twice using DS



Second-Preimage Attack on Hash-Twice
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Second-Preimage Attack on Hash-Twice
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Second-Preimage Attack on Hash-Twice
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Second-Preimage Attack on Hash-Twice
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Second-Preimage Attack on Hash-Twice
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Second-Preimage Attack on Hash-Twice
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Second-Preimage Attack on Hash-Twice
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Second-Preimage Attack on Hash-Twice
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Second-preimage attack on Hash-Twice

Collision Resistance | Preimage Resistance 2nd-Preimage Resistance
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More Applications and Extensions



Extensions to the Combination of Three or More Hash Functions

Construct a building block for a 3-pass simultaneous expandable message:

M}

(a) Parallel

(b) Zipper (built in the front)

(c) Zipper (built at the end)



Second-Preimage Attacks on 3-pass Zipper
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Second-Preimage Attacks on 3-pass Hash-Twice
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Summary and Open Problems



Trade-offs curves on the complexity of attacks on parallel hash combiners
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Trade-offs curves on the complexity of attacks on cascade hash combiners
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Summary and Open Problems

» For combiners with underlying hash functions using MD, the gaps between the
security upper bounds and the security lower bounds provided by security proof are
quite narrow. However, that is true only for very long messages.

» For short messages, the gap remains large. That mainly results from the limitation of
the key techniques used in the attacks, which highly exploit the iterated property of
the underlying hash functions.

» Thus, one open problem is how to extend the attacks to apply to short messages.

» Another open problem is how to improve the attacks to combiners with at least one
underlying hash function following the HAIFA framework.



Thanks for your attention!
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